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Abstract

The widespread adoption of encryption protocols such as TLS 1.3 has significantly reduced
the visibility of packet payloads, limiting the effectiveness of traditional traffic analysis
methods. Recent deep learning approaches attempt to learn representations directly from
raw byte sequences; however, in encrypted environments, byte-level patterns often exhibit
high entropy and unstable ordering, raising concerns about their reliability. In this work,
we revisit the roles of content and structural information in traffic classification and argue
that effective modeling should move beyond content-only representations. We propose
a structure-aware framework that models hierarchical relationships across fields, layers,
and sessions while representing byte information using compact, permutation-invariant
summaries. In addition, we introduce a hierarchical shuffle pretraining strategy to capture
relational dependencies and an adaptive inter-level gating mechanism to dynamically inte-
grate multi-level representations. Extensive experiments on multiple datasets with varying
levels of encryption demonstrate that byte-level sequential patterns are not always essential,
while structural information provides consistent complementary cues. Furthermore, the
importance of different structural levels varies across datasets, highlighting the need for
adaptive multi-level modeling. The proposed method achieves strong performance across
diverse datasets, including highly encrypted traffic, while maintaining robustness under
domain shifts and limited data scenarios. These results suggest that combining compact
content representations with structural context and adaptive integration is a promising
direction for encrypted traffic analysis.

Keywords: encrypted traffic classification; network traffic analysis; structural representation
learning; hierarchical pretraining; protocol structure modeling

1. Introduction

The widespread adoption of encrypted communication protocols such as TLS 1.3
has fundamentally changed the nature of network traffic analysis. Modern protocols
encrypt most application-layer payloads as well as several protocol extensions, substantially
reducing the amount of observable plaintext information in network traffic [1]. As a result,
traditional content-based inspection techniques such as deep packet inspection (DPI), which
rely on direct access to packet payloads [2], have become increasingly ineffective for tasks
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such as traffic classification, anomaly detection, and network monitoring. In practice, the
information available for analysis is now largely limited to coarse flow-level statistics,
timing patterns, and minimal unencrypted metadata [3].

To cope with this limited visibility, recent approaches have increasingly adopted deep
learning models that operate directly on raw packet byte sequences. CNN-based [4,5],
LSTM-based [6], and Transformer-based [7] architectures have been applied to learn repre-
sentations from encrypted traffic and have reported promising empirical performance [8—
11]. However, this approach introduces an inherent challenge: under strong encryption,
most byte values within protocol fields are produced by cryptographic transformations and
therefore exhibit high entropy and near-random distributions. As a result, fine-grained byte-
level ordering patterns may become less reliable, raising questions about what information
such representations capture and how well they generalize across different environments.

In practice, byte-level patterns in encrypted traffic can vary across datasets and im-
plementations, which may cause models to depend on dataset-specific regularities. While
such representations can achieve high accuracy in controlled settings, their robustness and
interpretability remain limited, particularly when byte-level signals are heavily influenced
by encryption.

These observations suggest that relying solely on byte content may not be well aligned
with the properties of encrypted traffic. A natural question then arises: what information
remains stable and observable under encryption? We argue that useful signals can still
be found in the protocol structure, such as field boundaries, length information, and the
hierarchical organization of packets, layers, and sessions. For example, in TLS, message
formats—including field boundaries, length fields, and relationships between protocol
elements—remain explicitly defined and observable even when field contents are en-
crypted [1]. Such structural characteristics provide additional context that is less affected
by encryption and can complement content-based representations.

Based on this observation, we argue that effective traffic modeling should move
beyond content-only representations by incorporating structural information. Rather than
replacing content entirely, our goal is to combine compact content representations with
structural context that remains observable under encryption. To this end, we propose
a structure-aware traffic representation framework that preserves protocol boundaries
and represents each field as a structural token. Each token summarizes intra-field byte
distributions using permutation-invariant statistics (e.g., mean and maximum pooling),
enabling the model to reduce sensitivity to unstable byte ordering while retaining useful
distributional information.

To further capture relationships across different structural levels, we introduce a
Hierarchical Shuffle Pretraining strategy. The key idea is to train the model to recover
the correct ordering of structural units (field, layer, and packet) from shuffled inputs,
thereby encouraging the learning of hierarchical dependencies. In addition, we employ a
hierarchical attention pooling mechanism with inter-level gating to adaptively integrate
representations across multiple structural levels.

We evaluate the proposed framework on multiple datasets spanning diverse encryp-
tion scenarios, including ISCX VPN 2016, ISCX TOR 2016, CSTNET TLS1.3, and three
large-scale private datasets collected under different environments. In particular, we con-
struct two datasets (Private-1 and Private-2) that contain the same application classes but
differ in network conditions, enabling evaluation under distribution shifts.

Unlike many prior studies that rely on auxiliary identifiers such as IP addresses or
port numbers—even when partially masked—we restrict the input to application-layer (L7)
information only. In this context, although application-layer payloads are largely encrypted
(e.g., TLS 1.3), not all protocol information becomes inaccessible. Certain structural sig-
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nals—such as field boundaries, length information, and partially observable metadata (e.g.,

handshake-related fields or protocol headers)—remain visible and can be extracted through

protocol parsing. Experimental results demonstrate that the proposed approach achieves

strong classification performance under this constrained setting, yielding up to 24.5% abso-

lute improvement over the Transformer-based baseline ET-BERT [8] in highly encrypted L7

scenarios (e.g., TLS 1.3), while leveraging both content summaries and structural context.
The main contributions of this work are as follows:

¢  Structure-aware modeling for encrypted traffic. We analyze the limitations of byte-
centric representations through controlled perturbation experiments and show that
content signals alone are not sufficient under encryption. We demonstrate that struc-
tural information provides complementary cues that improve robustness when com-
bined with content representations.

¢ Hierarchical shuffle pretraining for relational structure learning. We introduce a self-
supervised pretraining strategy that learns dependencies across hierarchical protocol
units, including field ordering, layer composition, and packet organization, without
requiring labeled data.

* Adaptive integration of multi-level representations. We design an inter-level gating
mechanism that dynamically integrates representations from different hierarchy levels,
allowing the model to adapt to dataset-specific characteristics.

*  Robust performance under encrypted L7 traffic. We demonstrate that the proposed ap-
proach achieves strong and consistent performance across diverse datasets, including
highly encrypted traffic, while maintaining robustness under domain shifts.

The remainder of this paper is organized as follows. Section 2 reviews related work.
Section 3 describes the proposed framework. Section 4 presents experimental results.
Section 5 concludes the paper.

2. Related Work

Recent advances in encrypted traffic analysis have led to a variety of representation
learning approaches for modeling network traffic. These methods differ in their represen-
tation units, the extent to which structural information is incorporated, and the design of
their learning objectives. In this work, we organize prior studies into three categories: byte-
centric approaches , partially structural approaches, and structurally aware approaches.

In this work, we define structure as the protocol-defined organization of traffic, con-
sisting of (i) hierarchical units (fields, layers, packets, and sessions), (ii) unit-level attributes
such as field length and positional offsets, and (iii) relational constraints governing order-
ing and containment among these units. Based on this perspective, Table 1 summarizes
representative approaches according to their ability to model these structural elements.
Specifically, O, A, and X denote full, partial, and no structural modeling capability, respec-
tively. Prior work can be broadly categorized into three groups: byte-centric approaches,
partially structural approaches, and structurally aware approaches. We evaluate structural
modeling capability along three dimensions: Unit, Attr, and Rel.

Unit refers to whether protocol-defined hierarchical units (field, layer, packet, session)
are explicitly represented as modeling primitives in the input representation. We assign
O only when multiple protocol levels are jointly and explicitly encoded. A indicates that
only a subset of units (e.g., field or packet) is partially represented. X denotes that no
protocol-aligned units are modeled. Importantly, segmentation based on fixed-length
chunks or patches (e.g., burst or patch embeddings) is not considered hierarchical unit mod-
eling unless it aligns with protocol-defined boundaries. Attr refers to whether structural
attributes—such as field length, positional offset, or direction—are explicitly encoded as
semantic features. O indicates explicit and semantically meaningful encoding. A indicates
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indirect or partial use (e.g., positional embeddings without protocol alignment). X indicates
no structural attribute modeling. Rel refers to whether structural relationships among
units—such as ordering, hierarchy, or containment—are explicitly modeled or directly
enforced by the learning objective. O is assigned only when such relationships are directly
learned through dedicated objectives (e.g., order recovery across hierarchical units). A
indicates implicit learning through sequence modeling or classification tasks (e.g., order
prediction or autoregressive modeling). X indicates that structural relationships are not
modeled. Notably, tasks that capture co-occurrence or group membership (e.g., Same Burst
Prediction) are not considered relational modeling.

Table 1. Comparison of traffic representation learning approaches based on structural modeling

capability.
Structure Modeling
Model Pretraining Objective
Unit Attr Rel
Byte-centric approaches

PERT [12] MLM (byte reconstruction) X X X
ETBERT [8] MLM + SBP X X X
YaTC [13] MAE (2D patch reconstruction) X X X
Flow-mae [14] Masked patch reconstruction X X X
Netmamba [15] MAE /stride reconstruction X A X

Partially structural approaches

PTU [10] MLM + HIP/FIP X A X
Trafficformer [9] MBM + SODF X X A
Flowletformer [11] Masked field + flowlet order A A A
LiM [16] Feature-based representation A O X
Structurally aware approaches
GBC [17] Autoregressive protocol modeling A A A
Nethira [18] Sequence + field masking X X A
Netfound [19] MLM-based representation A A X
Miletc [20] Multi-level reconstruction A A X
Proposed
Ours Hierarchical shuffle + gating (0] (0] O

2.1. Byte-Centric Approaches

Early traffic representation learning models primarily operate on byte-derived tokens,
treating network traffic as sequences of bytes similar to textual data. These approaches
operate purely on byte-derived tokens without explicitly defining protocol units such
as fields, layers, or packets. Therefore, all structural components (Unit, Attr, Rel) are
marked as X in Table 1. Even when segmentation strategies such as burst- or patch-based
embeddings are used (e.g., [13,14]), these do not align with protocol-defined hierarchical
units. PERT [12] applies masked language modeling (MLM) on byte tokens extracted
from packet payloads. ET-BERT [8] extends this paradigm by introducing burst-level
tokenization and a Same Burst Prediction (SBP) objective to capture contextual relationships
among packets. YaTC [13] transforms packet byte sequences into two-dimensional matrices
and applies masked autoencoder (MAE) training, enabling image-like representations
of traffic data. Subsequent works such as Flow-MAE [14] and NetMamba [15] further
improve scalability and efficiency for modeling long byte sequences. These approaches have
demonstrated strong performance, particularly due to their ability to learn representations
directly from raw traffic. However, their representation units remain byte-derived tokens,
and protocol-defined boundaries such as fields or layers are not explicitly modeled. As a
result, structural information is only implicitly captured through byte patterns.
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2.2. Partially Structural Approaches

To address this limitation, several studies incorporate additional structural signals
derived from temporal dynamics or protocol headers. Some approaches focus on temporal
relationships between packets. These methods incorporate certain structural signals, such
as timing, ordering, or header attributes. However, such information is not explicitly
modeled as hierarchical protocol units, nor is it jointly integrated across multiple levels.
As a result, they are categorized as partially structural (A) in Table 1. PTU [10] introduces
Historical Interval Prediction (HIP) and Future Interval Prediction (FIP) to model packet
inter-arrival times, while TrafficFormer [9] learns ordering relationships among packets
using sequence order detection objectives. Other methods incorporate protocol-level
information. FlowletFormer [11] introduces field-level tokenization for header fields, and
feature-based approaches such as LiM [16] utilize protocol-defined header attributes as
input features. While these approaches integrate useful structural cues—such as timing,
ordering, or header attributes—the structural information is typically incorporated in a
limited or task-specific manner. In particular, hierarchical relationships across fields, layers,
packets, and sessions are not jointly modeled within a unified representation.

2.3. Structurally Aware Approaches

More recent studies aim to explicitly incorporate protocol structure into representation
learning. GBC [17] models protocol-aware sequences using autoregressive generation,
which captures ordering patterns within a single level. Nethira [18] introduces recon-
struction objectives across different granularities, while MLPT [20] constructs multi-level
representations. These approaches demonstrate that incorporating structural information
can improve representation quality. However, their learning objectives remain primarily fo-
cused on reconstructing observed token values. As a result, structural relationships—such
as ordering or hierarchy—are not directly enforced but are instead learned implicitly
through value reconstruction or sequence modeling. In contrast, the proposed method
explicitly models structural relationships by introducing a pretraining objective that di-
rectly enforces hierarchical ordering constraints. This allows the model to learn not only
structural representations but also the dependencies among them.

2.4. Limitations and Motivation

The above categorization highlights key differences among existing approaches. Based
on this comparison, several limitations can be identified. First, byte-centric methods do
not explicitly encode protocol-defined structure. Second, partially structural approaches
incorporate structural signals but do not model them in a unified hierarchical framework.
Third, even structurally aware methods often rely on value reconstruction objectives, where
structural relationships are not directly enforced.

In encrypted environments, where many byte values are generated by cryptographic
transformations, the reliability of fine-grained byte-level patterns may be reduced. This
motivates the need to explore representations that can better leverage information that
remains observable under encryption. Importantly, our goal is not to replace content-based
representations but to complement them with structural information. To this end, we
propose a structure-aware framework that explicitly models hierarchical relationships
across fields, layers, and packets, while representing content using compact summaries.
In addition, we introduce a pretraining objective that encourages the model to capture
structural relationships by recovering shuffled hierarchical orders.

By combining content summaries with structural context, the proposed approach
provides a unified framework for capturing both value-based and relational information
in network traffic. While prior approaches either do not model structural relationships
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or capture them implicitly, our method introduces an explicit mechanism to learn such
dependencies. This distinction is particularly relevant in encrypted environments, where
structural cues can provide complementary information to content-based representations.
Overall, by jointly considering units, attributes, and relationships, the proposed framework
aims to improve the robustness and expressiveness of traffic representations.

3. Methodology

This section presents a structure-aware representation learning framework for en-
crypted traffic analysis. Structural information provides global constraints defined by
protocol organization, while content representations provide evidence. By integrating both
aspects, the model aims to learn representations that remain robust under encryption and
domain variation. Unlike conventional self-supervised approaches that focus on recovering
masked tokens, the proposed framework introduces a pretraining objective that explicitly
targets structural relationships across protocol hierarchy levels. Specifically, the proposed
pretraining tasks explicitly model ordering constraints at field ordering within a layer, layer
ordering within a packet, and packet ordering within a session.

The framework consists of four components: dataset preprocessing, hierarchical
tokenization, structure-aware input representation, and hierarchical shuffle pretraining.
The learned representations are subsequently used for downstream traffic classification via
hierarchical attention pooling, as illustrated in Figure 1.
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Figure 1. Overview of the proposed framework. (Top) Dataset preprocessing and tokenization.
(Bottom-left) Hierarchical Shuffle Pretraining with three shuffle tasks. (Bottom-right) Fine-tuning
with hierarchical attention pooling.

3.1. Dataset Preprocessing

Before training, preprocessing is applied to remove patterns that may induce shortcut
learning. For TCP traffic, packets corresponding to the three-way handshake (SYN, SYN-ACK,
and ACK) are excluded. If included, the model can exploit this fixed ordering pattern to solve
the pretraining tasks (e.g., packet order prediction) without learning general structural
dependencies. In particular, the presence of such predictable sequences allows the model
to rely on trivial positional cues rather than inferring valid ordering relationships across
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diverse protocol interactions. By removing handshake packets, we reduce this shortcut
signal and encourage the model to learn more generalizable structural patterns beyond

fixed protocol initialization sequences.

3.2. Hierarchical Tokenization

Network traffic naturally follows a hierarchical structure defined by protocol speci-
fications, which we formalize as hierarchical units (sessions, packets, layers, and fields),
as illustrated in Figure 2. A session S consists of packets, each packet consists of protocol

layers, and each layer consists of fields:
S={Py,....Pu}, Pi=A{Lir,---,Lim}, Lij={Fji - Fjx} 1)

To obtain this hierarchical structure, raw packets are parsed using a protocol dissector
(Wireshark, version 4.4.8),which decomposes each packet into protocol layers and fields
according to standard protocol specifications. This enables consistent extraction of field-
level units across diverse traffic types. Each extracted field is treated as an individual token.
Importantly, even encrypted or opaque fields (e.g., random values, opaque segments, or
application-layer data) are preserved as single tokens without further decomposition. This
design allows the model to retain structural consistency while operating under fully en-
crypted settings. To explicitly encode this hierarchy, we introduce multi-level aggregation
tokens: CLSg (session), CLSp (packet), and CLS;, (layer). Each token aggregates informa-
tion within its corresponding structural scope. While protocol parsing is used to obtain
hierarchical units, the model itself does not rely on protocol-specific identifiers such as
field names or header types. Instead, structure is represented implicitly through token
organization, allowing generalization across heterogeneous environments.

1 Session Data Stream (L7)
1
,' Packet #1 Packet #n
B L3/L4 L3/L4
1
H L7 Layer 7
Handshake Protocol
G - Protocol Layer #1
= n Offset / Length / Field #1
% 5 o) Direction / Type /
a 'S °°- Packet Order
Raw byte 3 e H Version
v g ° e Offset / Length 7 ‘ "
2 o R Direction / Type /.. _m
Change Cipher Spec Protocol | Protocol
A
\
\
Hierarchical Units Units Attributes Relational Constraints
Session, Packet, Field Length, Offset, Packet Order, Layer Order,
Protocol Layer, Field Field Order

Figure 2. Structural elements (Unit, Attr, Rel) of network traffic used in the proposed framework.

The input sequence is constructed by interleaving hierarchical CLS tokens and field
tokens. The total number of tokens is limited to 256 to ensure computational efficiency and
compatibility with Transformer-based architectures. For each field, raw byte sequences are
truncated or padded to a maximum length of 1400 bytes, which is determined based on the
typical Maximum Transmission Unit (MTU) size. This design ensures that the majority of
packet contents can be represented while maintaining a consistent input dimension. Unlike
fixed-length segmentation approaches, this representation aligns tokens with protocol-
defined boundaries rather than arbitrary byte chunks.
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3.3. Structure-Aware Input Representation
Each token embedding is composed of three components:
€ = €content T €position T Clength- 2)

3.3.1. Content Embedding

Each field consists of a variable-length byte sequence. To construct a fixed-dimensional
representation, byte sequences are first padded to a maximum length. However, padding
positions do not carry semantic information and must be excluded from aggregation.

Let x = {x1,...,x.} denote the byte sequence of a field, and let m € {0,1}" be a
binary mask indicating valid (non-padding) positions. The content embedding is computed
using masked permutation-invariant aggregation:

1 L
e == E m; - X; 3
‘mean Yo = i Xis 3)
€max = i}'nr:aﬁ Xi, (4)
mp=
€content = €mean D €max, )

where © denotes concatenation.

This masked aggregation ensures that padding values do not influence the represen-
tation, allowing the model to extract robust statistics from variable-length inputs. Rather
than modeling exact byte ordering, this approach captures distributional characteristics
of byte values. This design is motivated by the observation that, in encrypted traffic,
byte sequences often exhibit high entropy, making local ordering patterns unstable and
less informative. While certain protocol fields (e.g., low-entropy headers such as TLS
record types) may retain partially observable sequential patterns, we intentionally adopt a
permutation-invariant design to improve robustness and generalization under encryption.
This design reflects a trade-off that prioritizes robustness over fine-grained sequence mod-
eling in encrypted environments. Therefore, permutation-invariant aggregation provides
a more robust representation than order-sensitive encoders. Importantly, this does not
eliminate the role of content. Instead, content representations provide compact summaries,
while structural components provide contextual constraints.

3.3.2. Positional Embedding

Each token is assigned a global positional index, which is encoded as a positional em-
bedding (eposition)- Because hierarchical CLS tokens define structural boundaries, positional
embeddings implicitly encode hierarchical placement within the session.

3.3.3. Field Length Embedding

In addition to content representations, we incorporate structural attributes of network
traffic, as illustrated in Figure 2. Specifically, unit-level attributes such as field length
and positional offset (corresponding to the Units Attribute in Figure 2) are leveraged as
complementary signals that remain observable under encryption. Field length is encoded
as a learnable embedding (ejengtn)- Length information often reflects protocol-level structure
(e.g., TLS record sizes) and remains observable even under encryption. This allows the
model to explicitly encode structural attributes alongside content summaries.
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3.4. Hierarchical Shuffle Pretraining

The structure-aware input representations described above are first processed by
a shared Transformer encoder, which serves as the backbone of the proposed frame-
work. The encoder consists of 6 layers with 8 attention heads and a hidden dimen-
sion of 528. The feed-forward network dimension is set to 2112, with GELU activa-
tion, pre-layer normalization, and a dropout rate of 0.1. Each input token is repre-
sented in a 528-dimensional space. Content embeddings are obtained by mapping each
byte to a 32-dimensional vector, followed by mean and max pooling across valid posi-
tions. The resulting 64-dimensional vector is projected to 528 dimensions and combined
with positional and field-length embeddings. During pretraining, task-specific predic-
tion heads are attached to the shared encoder. Each head consists of a two-layer MLP
(Linear(528,128) — ReLU — Dropout — Linear (128, num_classes)).

To explicitly model structural relationships, we propose Hierarchical Shuffle Pretrain-
ing. In addition to modeling hierarchical units and structural attributes, we explicitly
capture relational constraints among protocol units, as illustrated in Figure 2. To this
end, we propose Hierarchical Shuffle Pretraining, which is designed to learn ordering and
containment relationships across hierarchical units (corresponding to the Rel component in
Figure 2). Unlike generic permutation-based objectives, each shuffle operation is restricted
within protocol-defined boundaries (e.g., fields within a layer, layers within a packet). This
ensures that the model learns valid structural constraints rather than arbitrary sequence
patterns. Specifically, the proposed pretraining tasks explicitly enforce ordering constraints
at each hierarchy level: (i) field ordering within a layer, (ii) layer ordering within a packet,
and (iii) packet ordering within a session.

Three tasks are defined:

e  Field Order Prediction (FOP).
Given a shuffled sequence of fields within a layer, the model predicts the original
position (offset) of each field. Formally, let {Fj, ..., F;} denote the fields in a layer.
After random shuffling, the model outputs a probability distribution over k possible
positions for each field.

* Layer Order Prediction (LOP).
Given a shuffled sequence of layers within a packet, the model predicts the origi-
nal position of each layer. Each layer representation is mapped to a discrete offset
corresponding to its original ordering within the packet.

e  Packet Order Prediction (POP).
Given a shuffled sequence of packets within a session, the model predicts the original
packet ordering. This task captures directional and temporal dependencies at the
session level.

All tasks share a common Transformer encoder, while task-specific prediction heads
are used to map representations to offset distributions. Each prediction head performs
multi-class classification over possible positions within the corresponding hierarchy level.
The loss for each task is defined using cross-entropy:

Ltield = CE(]?(f)/ y(f))/ ‘Clayer = CE(]?(I)/:V(I))/ ‘Cpacket = CE(yA(p)/ y(P)), (6)

and the total loss is:
L= Afﬁﬁeld + /\lﬁlayer + /\p‘cpacket' @)

Importantly, the supervision signals are obtained in a self-supervised manner: the orig-
inal ordering before shuffling is used as the ground-truth offset label, requiring no external
annotations. Because shuffled configurations often violate protocol-consistent structures,
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correct prediction requires learning hierarchical dependencies rather than relying on local
token cues alone. This distinguishes the proposed objective from generic permutation
recovery, as it enforces structure-aware learning aligned with protocol organization.

3.5. Hierarchical Attention Fine-Tuning

During fine-tuning, token representations h; from the Transformer encoder are aggre-
gated into hierarchy-level representations using attention pooling:

vi=Y al"n, 8)
ieCy

where C, denotes the set of tokens belonging to hierarchy level ¢ (layer, packet, or session).
The attention weights are computed using a learnable scoring function:

— Tl ol = S o

1

S0

(0)

where wy is a learnable parameter and m; ’ is a binary mask that selects tokens belonging
to level £.

This attention pooling aggregates tokens within each hierarchy level into a single
representation by emphasizing more informative tokens.

The resulting level-wise representations are then combined using an inter-level gating

mechanism:

8= S (10)
7

Unlike standard cross-attention, which models interactions across tokens, the proposed
mechanism first aggregates tokens within each structural level and then performs gating
across levels. This separation enables explicit modeling of hierarchical structure and allows
the model to adaptively select the most informative level for each input.

Overall, the proposed framework does not rely solely on structural information, but
integrates structural constraints with content-derived summaries. By adaptively combin-
ing multi-level representations, the model achieves more robust and expressive traffic
representations across encrypted and heterogeneous environments.

4. Experiments

This section evaluates the proposed method. All experiments are conducted using
only application-layer (L7) information to assess model generalization under constrained
visibility. We first describe the datasets and preprocessing procedures, followed by the
experimental setup and baseline models. We then present results including baseline
comparisons, analysis of the pretraining strategy, evaluation of hierarchical pooling, and
structure-versus-content ablation studies.

4.1. Datasets

To evaluate the robustness of the proposed method across diverse traffic environments,
the authors used three datasets collected by the authors and three public benchmarks widely
used in application traffic classification research.

The public datasets include ISCX VPN 2016 [21], ISCX Tor 2016 [22], and CSTNET-TLS
1.3 [8], which are commonly used benchmarks in deep-learning-based traffic classification
studies and enable direct comparison with previously proposed approaches. The private
datasets were collected in a controlled network environment using a traffic mirroring
system. Traffic generated while executing applications on a client PC was captured via mir-
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roring, while process-level collection using Microsoft Network Monitor enabled accurate
session-level labeling for each application. To minimize noise, only a single application
was executed during data collection, preventing interference from concurrent processes.
As a result, the datasets provide clean, low-noise traffic with reliable ground-truth labels
and reflect a wide range of modern applications. To improve reproducibility, we provide
detailed dataset statistics (Table 2), including class distribution and encryption ratios. In
addition, three datasets collected by the authors are used to evaluate the proposed method
in realistic network environments, referred to as Private-1, Private-2, and Private-3. Private-
1 and Private-2 are collected from different environments while sharing the same set of 48
application classes, enabling evaluation of cross-environment generalization across service
categories, including gaming, peer-to-peer services, social networking, streaming, and web
services, collected from desktop applications, browser-based services, and Android applica-
tions. Private-3 significantly expands the number of application classes to 300 and includes
recently emerging applications such as ChatGPT, Gemini, MS Copilot, and Perplexity,
allowing for evaluation under up-to-date (2025) and large-scale traffic conditions.

Table 2. Summary of datasets used in the experiments. Y and N indicate Yes (public) and No (private),

respectively.
Dataset Public Class Sessions Sessions Encryption
(Raw)  (Filtered) P
Private-1 N 48 71,841 50,166 ~27%
Private-2 N 48 70,379 32,402 ~47%
Private-3 N 300 399,722 351,536 ~88%
ISCX VPN 2016 [21] Y 16 187,336 4802 ~1%
ISCX Tor 2016 [22] Y 14 57,605 26,165 ~10%
CSTNET-TLS 1.3 [8] Y 120 46,372 46,372 ~99%

Figure 3 presents the protocol distribution across datasets, grouping application proto-
cols into six representative categories: TLS, HTTP, P2P, STUN, QUIC, and Others. CSTNET-
TLS 1.3 [8] consists almost entirely of encrypted TLS traffic, while Private-3 also exhibits
a high proportion of TLS (approximately 88%). This reflects the increasing prevalence of
encrypted protocols in modern network environments, although the distribution varies
across datasets.

PRIVATE 1 PRIVATE 2 PRIVATE 3

Others

Others

s

Quic
HTTP LS

ISCX VPN 2016 ISCX TOR 2016 CSTNET-TLS1.3

TLS HrTP

LS

HTTP

Others Others

uic
a Quic
TLS

Figure 3. Protocol distribution across datasets, with application protocols grouped into six categories.
This reflects the protocol composition used in the preprocessing stage, where protocol parsing is
employed to construct field-level tokens. (Green indicates Others, sky blue indicates QUIC, orange
indicates HTTP, yellow indicates STUN, and gray indicates P2P.)
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4.2. Dataset Cleaning

Before training and evaluation, all datasets undergo a cleaning process to retain only
sessions containing meaningful application-level interactions. First, lower-layer control
protocols are removed: ARP, RARP, ICMP, and ICMPv6 are excluded, and only IPv4-
based TCP and UDP sessions are retained. Next, incomplete sessions and flows without
application-layer payload are discarded; for TCP traffic, sessions missing SYN or FIN
packets are removed. Finally, background services unrelated to the target application
classes are filtered out. Protocols such as DNS are excluded to prevent the model from
exploiting superficial cues (e.g., textual matching of domain names) and to encourage
learning intrinsic flow-level structural patterns. Similarly, NTP and SSDP are removed as
they reflect system-level operations rather than application-specific behavior.

Table 2 summarizes the dataset statistics before and after cleaning. As shown in the
table, the number of sessions is substantially reduced in several datasets, particularly [21],
where a large portion of flows correspond to non-application or incomplete traffic. In
contrast, datasets such as CSTNET-TLS 1.3 [8] remain unchanged, as they already consist
of well-formed application-layer sessions.

4.3. Experimental Setup

All datasets are split into training and test sets at an 8:2 ratio. Pretraining is conducted
on Private-3 due to its scale and diversity, followed by fine-tuning on each downstream
dataset. Detailed training configurations are summarized in Table 3. Unless otherwise
specified, all experiments follow the same training configuration.

Table 3. Training and optimization settings.

Parameter Value
Train/Test Split 8:2
Pretraining Dataset Private-3
Pretraining Epochs 30
Fine-tuning Epochs 50
Optimizer AdamW
Learning Rate 1x107°
Batch Size 32

Each traffic session is represented as a hierarchical token sequence with a maximum
length of 256 tokens, where each token corresponds to a protocol field F;;; represent-
ing up to 1400 bytes. Figure 4 illustrates the average token composition per session
across datasets.

250

200

150
100
50 I
o 1R [ I . == — —

ISCX VPN 2016 ISCX TOR 2016 CSTNET-TLS1.3 Private 1 Private 2 Private 3

M avg_CLS-P_per_session avg_CLS-L_per_session M avg_Field_per_session avg_PAD_per_session

Figure 4. Average hierarchical token composition per session across datasets, including packet-level
(CLS-P), layer-level (CLS-L), field, and padding tokens.
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The model is implemented in PyTorch (version 2.2.2) with CUDA 12.1 and trained on
a server equipped with an NVIDIA A100 80 GB PCle GPU. Performance is evaluated using
Accuracy (AC) [23] and Macro Fl-score (F1) [24], with the latter emphasizing balanced
performance under class imbalance.

4.4. Baseline Methods

The proposed model is compared with four representative deep learning-based traffic
classification approaches: ET-BERT [8], YaTC [13], TrafficFormer [9], and NetFound [19].
These models are selected as representative Transformer-based approaches with publicly
available implementations, ensuring fair and reproducible comparisons. For each baseline,
two input settings are considered: (1) L7-only, where only application-layer payloads
are used, and (2) Header + Payload (Masked), where L3/L4 headers are included but IP
addresses and port numbers are masked. Pretrained weights for all baseline models are
obtained from their publicly available implementations. Importantly, we do not modify the
original architectures or pretraining procedures of the baseline models, and the proposed
structure-aware framework is applied only to our method. All models are fine-tuned under
a unified training configuration to ensure controlled and fair comparison, following the
settings described in Section 3.

4.5. Baseline Comparison

Table 4 reports the classification performance using only application-layer (L7) infor-
mation. The proposed method consistently achieves the highest accuracy across all datasets,
demonstrating its strong discriminative capability even without relying on lower-layer
protocol information. On the VPN 2016 dataset [21], although the proposed method attains
the highest accuracy (90.0%), the F1 score (79.8%) is relatively low compared to the accuracy.
This discrepancy suggests the presence of class imbalance or uneven per-class performance,
as F1 score reflects the harmonic mean of precision and recall and is more sensitive to
misclassification in minority classes. Notably, on the TLS 1.3 dataset [8]—where more
than 99% of payload content is encrypted—the proposed method achieves 95.0% accuracy
and 93.8 F1 score. This result indicates that the model remains highly effective even in
strongly encrypted environments, supporting the claim that it does not rely solely on raw
byte content. Furthermore, for the Private-1 and Private-2 datasets, which consist of the
same application classes collected under different environments, baseline models exhibit
noticeable performance variations (up to approximately 10% in accuracy). In contrast, the
proposed method maintains relatively consistent accuracy, suggesting improved robustness
to domain shifts and environmental differences.

Table 4. Classification performance (%) across datasets using only application-layer (L7) information.
Bold indicates the best result per column.

ISCXVPN  ISCX Tor CSTNET Private-3 Private-2 Private-1

Method 2016 [21] 2016 [22] TLS1.3[8]

AC FI AC F1 AC F1 AC F1 AC F1 AC F1
ET-BERT [8] 820 843 867 796 695 689 327 379 362 365 486 467
YaTC [13] 88.7 884 949 948 728 744 688 680 695 693 481 451

TrafficFormer [9] 79.6 716 867 832 695 69.1 33.0 372 352 348 474 428
NetFound [19] 593 472 736 690 248 213 232 168 354 321 482 449

Proposed 90.0 798 956 926 950 93.8 79.2 70.8 803 733 821 723

Table 5 presents the results when L3 and L4 header information is incorporated,
with IP addresses and port numbers masked. Among the baseline methods, YaTC [13]
generally achieves strong performance across datasets, which can be attributed to its
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ability to explicitly model packet boundaries and sequential structures. The proposed
method achieves the best performance on most datasets, particularly on VPN 2016 [21], Tor
2016 [22], CSTNNET - TLS 1.3 [8], and Private-3, confirming its effectiveness in leveraging
structural information beyond application-layer signals.

Table 5. Classification performance (%) across datasets using L3 and L4 protocol headers, where IP
addresses and port numbers are masked. Bold indicates the best result per column.

ISCX VPN ISCX Tor CSTNET

Method 2016 [21] 2016 [22] TLS1.3 [8] Private-3 Private-2 Private-1
AC F1 AC F1 AC F1 AC F1 AC F1 AC F1

ET-BERT [8] 761 648 851 80.1 813 789 715 744 618 613 63.1 59.3

YaTC [13] 905 793 976 903 897 885 89.1 8.0 791 703 855 72.3

TrafficFormer [9] 769 66.1 882 717 815 776 724 721 606 573 641 60.8
NetFound [19] 752 709 867 830 769 757 701 694 572 541 712 69.2

Proposed 93.6 798 983 908 942 929 921 899 783 702 86.1 713

However, when incorporating L3 and L4 header information, larger performance
variations across datasets are observed not only for the proposed method but also for
baseline models. This phenomenon can be attributed to the inherent sensitivity of lower-
layer protocol features to environmental factors. Even when IP addresses and port numbers
are masked, residual patterns such as protocol configurations, flow dynamics, and network-
specific behaviors may differ significantly across data collection environments. As a result,
models that rely on such features tend to exhibit increased performance variance when
evaluated across datasets collected under different conditions.

In this context, the performance gap observed on the Private datasets reflects the
domain-specific nature of L3/L4 features rather than a limitation of the proposed model.
Notably, on the Private-2 dataset, YaTC [13] slightly outperforms the proposed method,
suggesting that packet-level structural cues can be particularly effective in certain environ-
ments. In addition, the proposed method shows a noticeable performance gap between
Private-1 and Private-2, further indicating that lower-layer features are sensitive to environ-
mental variations. Nevertheless, despite this variability, the proposed method consistently
achieves competitive or superior performance on most datasets, demonstrating its abil-
ity to effectively leverage structural information while maintaining strong generalization
capability across diverse network conditions.

Table 6 compares the computational cost of the evaluated models in terms of memory
usage and inference time. The proposed method requires moderate memory (3123 MB) and
model inference time excluding preprocessing (34.8 ms/batch), remaining comparable to
Transformer-based baselines while being significantly more efficient than NetFound [19].
These results indicate that the proposed model achieves a favorable trade-off between
performance and computational efficiency.

Table 6. Computational cost comparison of evaluated models.

Model Memory (MB) Inference Time (ms/batch)
ET-BERT [8] 1526 37.6
YaTC [13] 1463 25.6
TrafficFormer [9] 2671 30.4
NetFound [19] 11,120 1141
Proposed 3123 34.8

The experimental results reveal a clear distinction between application-layer (L7)
information and packet-level header features. When only L7 information is used, the

https:/ /doi.org/10.3390/ electronics15091828


https://doi.org/10.3390/electronics15091828

Electronics 2026, 15, 1828

15 of 22

proposed method consistently achieves stable and strong performance across all datasets,
including the highly encrypted TLS 1.3 setting. This indicates that the model effectively
captures structural patterns observable under encryption without relying on raw byte
content. In contrast, incorporating L3/L4-based header features can improve performance
on certain datasets but also increases sensitivity to environmental variations. This is because
such features inherently reflect network-specific characteristics.

Overall, these results highlight a fundamental trade-off: while header-level infor-
mation can provide additional discriminative power, it may reduce generalization under
domain shifts. More importantly, the performance gains are most pronounced in highly
encrypted settings (e.g., TLS 1.3), where byte-level representations become less informative
due to high entropy. In such cases, the proposed permutation-invariant content representa-
tion and structure-aware modeling may help the model rely less on unstable byte patterns
and instead place greater emphasis on more stable structural cues. In contrast, when
lower-layer header information is incorporated, the performance gap becomes smaller and
more dependent on dataset characteristics, as these features introduce environment-specific
variability. We further observe that approaches preserving packet-level boundaries ([13],
proposed) tend to exhibit relatively stable performance in certain settings. This observa-
tion suggests that packet boundary information itself may serve as a useful structural
signal. The proposed method appears to balance this trade-off by leveraging hierarchical
structural representations, achieving strong performance in encrypted environments while
maintaining robustness across diverse network conditions. These findings suggest that
structure-centric learning can be beneficial for improving both classification performance
and generalization.

4.6. Pretraining Strategy Analysis

To analyze the contribution of hierarchical pretraining, we conduct ablation exper-
iments using different combinations of structural learning tasks across three hierarchy
levels: field (F), layer (L), and packet (P).

Table 7 summarizes the results. The impact of pretraining varies across datasets. For
ISCX VPN 2016 and CSTNET-TLS 1.3, the performance differences between configurations
are relatively small, and training without pretraining already achieves competitive results.
This suggests that the proposed input representation and architecture are effective in cap-
turing structural information even without pretraining. However, on Private-3, pretraining
leads to a substantial improvement, with the full combination (F 4+ L + P) significantly
outperforming other settings. This indicates that pretraining becomes more beneficial
when the data distribution is more complex or diverse. Across different task combinations,
no single-level pretraining consistently improves performance. While field-level (F) and
packet-level (P) tasks provide moderate gains in some cases, the layer level (L) alone is less
effective. One possible reason is that the number of layer-level tokens is relatively limited
compared to other levels (as shown in Figure 4), resulting in a weaker learning signal. In
contrast, combining multiple levels generally yields more stable and competitive perfor-
mance across datasets. This suggests that structural information from different hierarchy
levels provides complementary cues.
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Table 7. Effect of pretraining task combinations on classification accuracy (%). F/L/P denote field-,
layer-, and packet-level shuffle tasks, respectively. Bold indicates the best result per column.

Pretraining (F/L/P) ISCX VPN 2016 [21] Private-3 CSTNET-TLS 1.3 [8]
None 89.5 52.0 94.4
F only 90.5 56.3 94.2
L only 88.1 49.9 92.7
P only 89.4 56.6 94.6
F+L 90.5 56.6 95.0
L+P 89.6 58.0 94.7
F+P 89.9 57.9 94.6
F + L + P (Proposed) 90.0 79.2 95.0

To further examine the role of pretraining, we evaluate the model under few-shot
settings and compare it with ET-BERT [8]. Few-shot evaluation is particularly useful
for analyzing pretraining effects, as differences in representation quality become more
evident when labeled data is limited. As shown in Figure 5, the proposed method con-
sistently outperforms ET-BERT across varying numbers of labeled samples, with larger
performance gaps observed in low-data regimes. This indicates that pretraining contributes
to improved data efficiency, enabling the model to achieve better performance with fewer
labeled samples.

ISCX VPN 2016 Private 3 CSTNET-TLS 1.3

90.0 90.0
80.0 80.0 .

70.0 70.0 70.0
60.0 60.0 60.0
50.0 50.0 50.0

00 00 - 00 =
001 005 01 025 05 1 001 005 01 025 05 1 001 005 01 025 05 1

——Proposed ET-BERT ——Proposed ET-BERT ——Proposed ET-BERT

Figure 5. Few-shot classification performance across datasets. The proposed method consistently
outperforms ET-BERT, with the largest gains in extremely low-data regimes (1% and 5% labeled data).

4.7. Hierarchical Pooling Analysis

To evaluate the contribution of different structural levels during classification, we
compare several pooling configurations using layer-level (L), packet-level (P), and session-
level (S) representations. Each representation is obtained by aggregating the corresponding
tokens within its hierarchy level, and classification is performed using either a single-level
representation, combinations of multiple levels, or all levels with the proposed inter-
level gating.

Table 8 presents the results. When using a single-level representation, performance
varies across datasets. For example, on TLS, packet-level representation (P) achieves higher
accuracy (94.8%) and F1 score (93.5) compared to other levels, while on VPN, session-level
representation (S) provides competitive accuracy (91.1%) but lower F1 (77.2). These results
indicate that no single hierarchy level consistently dominates across different datasets.
When combining multiple levels, the performance becomes more stable. However, simple
mean pooling leads to a significant degradation (e.g., VPN accuracy drops from 90.0% to
86.7%, and TLS from 95.0% to 87.0%). This suggests that treating all representations equally
is suboptimal, as it ignores the relative importance of each hierarchy level. In particular,
multiple tokens exist within certain levels (e.g., packet- or layer-level representations
within a session), and uniform averaging may dilute informative signals. The gating results
further reveal dataset-dependent behavior. On TLS, the model assigns dominant weights to
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packet-level representations, whereas on VPN, higher weights are assigned to session-level
representations. This demonstrates that the model adaptively adjusts the contribution of
each hierarchy level depending on the input characteristics.

Unlike conventional attention mechanisms that operate on token-level interactions,
the proposed gating performs selection across pre-aggregated hierarchical representations.
This allows the model to determine which structural level is more informative for each
input. Finally, combining all hierarchy levels with the proposed gating achieves the overall
good performance across datasets. This confirms that multi-level structural representations
are complementary and that adaptive weighting across hierarchy levels is essential for
effective traffic classification.

Table 8. Effect of hierarchical pooling strategies across datasets. “L”, “P”, and “S” denote layer-, packet-,
and session-level representations, respectively. “Mean” refers to simple averaging of representations
across all levels without hierarchical gating. Bold values indicate the best performance or dominant
contributions in each column.

ISCX VPN 2016 [21] CSTNET-TLS1.3 [8]

ISCX VPN 2016 [21] CSTNET-TLS1.3 [8] Gate Gate

Config

AC F1 AC F1 L P S L P S
L 91.1 80.3 92.7 91.3 100 0.00 000 1.00 0.00 0.0
P 90.2 79.9 94.8 93.5 000 1.00 000 0.00 100  0.00
S 91.1 772 91.9 89.7 000 000 100 0.00 000 1.00
L+P 90.2 78.0 95.1 929 028 071 000 001 099  0.00
L+S 90.0 75.2 94.9 93.6 059 000 041 099 000 0.1
P+S 90.9 78.8 94.9 93.5 0.00 08 015 000 099 0.01
Mean 86.7 77.8 87.0 85.4 - - - - - -
All (Proposed) 90.0 79.8 95.0 93.6 024 022 054 001 098 0.1

4.8. Structure vs. Content Analysis

To investigate whether the proposed model relies primarily on structural rather than
content information, we conduct perturbation experiments that independently modify
content-related and structure-related input components.

Four content perturbations are evaluated: BO (Original, no perturbation), B1 (No-Byte:
byte embeddings removed entirely), B2 (Byte Shuffle: byte values within each field are
randomly permuted), and B3 (Byte Random: all byte values are replaced with uniformly
random values). Bl tests whether the model can classify using structure alone; B2 disrupts
sequential byte patterns while preserving the value distribution; B3 removes both sequential
patterns and distributional cues.

Two structural perturbations are also considered: S1 (No Length: field length embed-
dings are removed) and S2 (Hierarchy Shuffle: hierarchical protocol units—packets, layers,
and fields—are randomly permuted at inference time).

Table 9 presents the results of content and structure perturbation experiments. For
content perturbations, different trends are observed between [21] and [8]. On [21], all
three perturbations (B1-B3) result in similar performance drops (approximately —11 F1),
regardless of whether byte values are removed, shuffled, or randomized. This suggests that
the model does not rely heavily on precise byte values, but rather on higher-level structural
cues. On [8], however, the behavior differs. Byte shuffle (B2) leads to a relatively small
performance decrease (AF1 = —1.0), while removing or randomizing byte values (B1, B3)
results in more substantial degradation. This indicates that intra-field byte ordering is not a
critical factor, while the presence and distribution of byte values still provide useful signals.
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Table 9. Structure vs. content perturbation results (%). A indicates the drop from the BO baseline.
Bold values indicate the best performance

ISCX VPN 2016 [21] CSTNET-TLS 1.3 [8]
Type Perturbation
Acc F1 AAcc AF1 Acc F1 AAcc AF1

B0 (Proposed) 90.0 79.8 — — 95.1 93.6 — —
Content B1 (No-Byte) 88.7 68.3 -1.3 —-115 875 85.1 -7.6 —8.5

B2 (Byte Shuffle) 88.7 68.7 -1.3 —11.1 948 92.6 -0.3 -1.0

B3 (Byte Random) 87.8 68.8 —-22 —11.0 88.0 85.9 -7.1 -7.7

S1 (No Length) 83.0 56.6 —-17.0 —-232 933 92.6 -1.8 -1.0
Structure S2 (Shuffle) 87.4 67.1 —-2.6 —12.7 93.1 92.2 -2.0 —-14

S3 (No Length + Shf.) 83.8 62.1 —6.2 —-17.7 911 89.2 —4.0 —4.4

5S4 (No Content + Shf.)  86.2 63.1 -3.8 —16.7 844 81.1 -10.7 —125

A indicates performance drop relative to BO.

For structural perturbations, the impact is more pronounced on [21]. Removing length
information (S1) leads to the largest drop (AF1 = —23.2), highlighting the importance of
length-based structural cues. Hierarchy shuffling (S2) also degrades performance, sug-
gesting that positional and relational information contributes to classification. In contrast,
on [8], individual structural perturbations (S1, S2) result in relatively small performance
changes. However, when both structural and content information are disrupted (54), the
performance drops significantly (AF1 = —12.5). This indicates that, under encrypted set-
tings, the model relies on a combination of weak signals rather than any single dominant
feature.

Opverall, the results suggest that both structural and content-related signals contribute
to the model’s performance, but their roles differ across datasets. In non-encrypted settings,
strong structural cues such as length play a dominant role. In contrast, under encrypted
environments, where byte-level information becomes less reliable, the model relies more
on structural signals that remain observable while still leveraging limited content-related
cues when available.

4.9. Embedding Strategy and Attention Analysis

To further analyze how byte embedding strategies influence representation learn-
ing, we compare three content embedding methods—mean/max aggregation, linear pro-
jection, and CNN-based embedding—as well as a structure-only configuration with no
byte embeddings.

Table 10 presents the effect of different content embedding strategies with and without
structural embeddings. Across both datasets, the choice of content embedding has a
significant impact on performance. In particular, the Mean/Max aggregation consistently
achieves the best results, especially on [8], outperforming both linear and CNN-based
approaches. This suggests that explicitly modeling byte-level sequential patterns is not
always necessary, especially in encrypted environments where byte sequences exhibit high
entropy. Instead, compact representations that capture aggregated characteristics of byte
values are more effective.
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Table 10. Effect of content embedding strategy on classification accuracy (%). v'/x in the Struct.
Emb. column indicate whether structural embeddings (position + length) are included. Bold values
indicate the best performance in each column.

ISCX VPN 2016 [21] CSTNET-TLS 1.3 [8]

Struct. Emb. Content Emb.

AC F1 AC F1
v None (struct. only) 88.76 68.36 87.50 85.10
Mean/Max 83.04 56.61 94.76 92.62
x Linear 83.14 58.84 88.64 86.20
CNN 86.78 65.74 85.97 84.86
Mean/Max 88.87 69.22 95.15 93.62
v Linear 88.76 69.35 87.16 85.99
CNN 88.97 70.23 86.67 85.78

This observation is further supported by the attention analysis in Figure 6. This
interpretability is enabled by the proposed field-level tokenization, which allows the model
to explicitly attend to semantically meaningful protocol fields. As a result, the attention
distribution provides a direct and interpretable indication of which structural components
contribute to the model’s prediction. The model consistently assigns high attention weights
to high-entropy fields such as app_data, data, and key_exchange fields across all embedding
strategies.These fields correspond to large encrypted payloads, where fine-grained byte
ordering is largely randomized, but distributional characteristics such as value statistics
and payload size remain informative.

As a result, permutation-invariant aggregation (e.g., Mean/Max) is well aligned with
the model’s behavior, as it captures the dominant statistical patterns present in these fields.
In contrast, methods that emphasize local ordering (e.g., CNN) or direct projection are
less effective, as the underlying byte sequences lack stable sequential structure under
encryption. At the same time, incorporating structural embeddings (e.g., position and
length) consistently improves performance across configurations, although the gains are
modest. This indicates that structural information provides complementary cues that are
not captured by content embeddings alone.

Overall, the experimental results provide a consistent picture of how content and
structural information contribute to traffic classification. Content-based signals alone are
not always sufficient, particularly under encrypted settings where byte-level information
becomes less reliable. At the same time, structural information provides additional con-
text that complements content representations. Furthermore, the importance of different
structural levels varies across datasets, making it difficult to rely on a fixed representa-
tion. This highlights the need for multi-level modeling and adaptive integration. Taken
together, these results suggest that effective traffic classification is achieved not by relying
solely on content or structure, but by combining both, where content embeddings provide
compact summaries of byte distributions and structural information offers complementary
contextual cues.
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Figure 6. Attention weight distributions over representative TLS protocol fields under different byte
embedding strategies (CSTNET-TLS 1.3). The model consistently emphasizes app_data regardless of
the embedding configuration, suggesting that structural cues dominate over byte-level content.

5. Conclusions

This paper presented a structure-aware representation learning framework for en-
crypted network traffic classification. Motivated by the observation that encryption reduces
the reliability of fine-grained byte-level patterns while preserving protocol-defined orga-
nization, the proposed approach shifts the focus from byte-centric modeling to the joint
utilization of structural and content-derived signals.

The experimental results provide several key findings. First, perturbation analysis
shows that while content-level signals alone are not sufficient, structural information alone
is also not dominant. Instead, effective traffic classification requires combining compact con-
tent representations with structural context, particularly under strong encryption. Second,
the hierarchical shuffle pretraining strategy improves representation quality by encour-
aging the model to capture ordering relationships across multiple levels. Although the
performance gains are dataset-dependent, the proposed pretraining consistently enhances
data efficiency, particularly in low-data regimes. Third, the hierarchical attention pooling
with inter-level gating allows adaptive integration of multi-level representations. The
analysis shows that different datasets rely on different structural levels, indicating that
fixed aggregation strategies are insufficient and that adaptive selection is necessary.

Overall, the results suggest that effective traffic representation learning is achieved not
by relying solely on content or structure but by combining both in a complementary manner.
The proposed framework provides a unified approach that integrates structural constraints
with compact content summaries, enabling robust performance across encrypted and
heterogeneous environments.
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Despite its effectiveness, the proposed framework has several limitations that war-
rant further investigation. The method relies on protocol dissection to obtain hierarchical
units, introducing a dependency on external parsing tools such as Wireshark. Variations
in dissector implementations, heuristic rules, or protocol updates may affect the consis-
tency of field-level tokenization, potentially impacting model robustness in deployment
environments. Furthermore, the framework assumes that protocol structures are correctly
formed and consistently observable. In practice, malformed packets, obfuscated traffic,
or adversarial manipulations may violate such assumptions, limiting the effectiveness of
structure-based modeling.

Future work will focus on reducing this dependency by exploring parser-agnostic
approaches that can infer structural boundaries directly from raw traffic. In addition,
improving robustness to irregular or adversarial traffic will be an important direction,
for example, by incorporating noise-aware training strategies or learning more flexible
structural representations. Finally, to enable practical deployment in real-world network
environments, we plan to investigate model compression techniques such as knowledge
distillation, as well as lightweight structural representations that preserve essential hierar-
chical information while reducing computational overhead.
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